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FIG. 3 

100 

IDENTIFY RANGE OF IP ADDRESSES 
ASSOCIATED WITH PRIVATE NETWORK 



IIO 

IDENTIFY PORT TO SCAN 



SNIFF PORT AT STARTING 
IP ADDRESS IN RANGE 
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SNIFF PORT 
AT IP ADDRESS 
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SAVE IP ADDRESS AND PORT 
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INCREMENT TO NEXT 
IP ADDRESS IN RANGE 



YES 




NO 
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FIG. 4 

200 

ACCESS WEB PAGE OF GATEWAY 
CONNECTED TO PRIVATE NETWORK 
AND PROVIDE LOG-IN INFORMATION 



ACCEPT USER LOG-IN REQUEST 




ASCERTAIN RIGHTS OF USER TO ACCESS 
DEVICES ON PRIVATE NETWORK 
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SERVE WEB PAGE TO USER'S CLIENT 

THAT IDENTIFIES EACH DEVICE ON 
PRIVATE NETWORK FOR WHICH USER 
HAS ACCESS RIGHTS 



SEND COOKIE TO USER'S CLIENT 
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REDIRECT A RECEIVED CLIENT REQUEST 
TO ACCESS A DEVICE WEB SERVER 
TO THE DEVICE WEB SERVER 
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SCRUB WEB PAGE SERVED BY DEVICE 
WEB SERVER TO REMOVE LINKS TO WEB 
SERVERS OF DEVICES FOR WHICH USER 
DOES NOT HAVE ACCESS RIGHTS 
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SCRUB WEB PAGE 
SERVED BY DEVICE WEB 
SERVER TO MODIFY URL 
CONTAINING ADDRESS 
NOT VALID ON PUBLIC 
NETWORK WITH ADDRESS 
THAT IS VALID ON 
PUBLIC NETWORK 
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SERVE SCRUBBED 
WEB PAGE TO 
USER'S CLIENT 



